
2026/06/30 09:17 1/2 Text transfer via the clipboard

- https://help.m-privacy.de/

Text transfer via the clipboard

The clipboard can be used to securely exchange text in Unicode format between TightGate-Pro and
the workstation. To do this, a text is marked with the mouse, copied to the clipboard via the context
menu or a key combination and then pasted from the clipboard to the workstation. This text transfer
via the clipboard also works in the opposite direction.

Hinweis

Only text in Unicode format is transferred via the clipboard. It is not possible to exchange
programmes or images via the clipboard. Formatting is also lost during transfer. The file lock must be
used for file transfer. The clipboard supports the versatile UTF-8 encoding. This means that any
special characters requested by the TightGate viewer can be transferred.

Activating the clipboard

The general settings of the clipboard are system-wide and are made via the administrator config .

config > System Preferences > Clipboard
Menu option Description

None The clipboard is deactivated on the server side. A transfer of text data is not possible
in any direction.

Server to client Text data can only be transferred from TightGate-Pro to the workstation via the
clipboard.

Client to server Text data can only be transferred from the workstation computer to TightGate-Pro via
the clipboard.

Full-duplex Text data can be transferred via the clipboard in both directions.

Use of the clipboard with individual confirmation

Text transfer via the clipboard is configured in the TightGate-Pro standard in such a way that each
transfer does not have to be confirmed by the user. In deviation from this, the TightGate viewer can
be started with the parameter -tgprocc, which forces a case-by-case confirmation of any use of the
clipboard. For the CC certified version of TightGate-Pro, case-by-case confirmation is mandatory. The
following sections describe how to use the single case confirmation procedure. The use of the single
case confirmation requires that the clipboard is activated on the server side at TightGate-Pro.

Text transfer from TightGate-Pro to the Windows client

Read text into the server-side clipboard by selection or manually via the menu command Copy.
Confirm the transfer to the Windows clipboard in the TightGate viewer by function key F8 >
Retrieve clipboard .
On the Windows client side, paste text to the desired location using key combination or menu
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command Paste.

Text transfer from the Windows client to TightGate-Pro

Read text into the client-side clipboard by selection or manually via the menu command Copy.
Confirm the transfer to the clipboard of TightGate-Pro in the TightGate viewer by pressing
function key F8 > Send clipboard.
On the page of TightGate-Pro, insert the text at the desired position by using the key
combination or menu command Paste.
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