Preparation of the Active Directory

The following settings must be made in the Active Directory (AD), which is to be used for user
administration of the TightGate-Pro, for the connection of a TightGate-Pro:

e A computer account for TightGate-Pro must be created and configured on the AD server.

e The DNS setting must then be made so that TightGate-Pro can be found in the network by the
client PCs.

e The next step is to create a keytab file for authenticating TightGate-Pro on the AD server.

¢ |n the last step, the security groups required for TightGate-Pro must be created in the AD.

Creating a computer account

Firstly, a computer account must be created on the AD server in the correct domain. This applies
equally to individual systems and cluster systems. In our example, the computer account is called

tgpro.

A computer account is created in the Server Manager via the menu item Tools > Active Directory
Users and Computers menu item, as shown in the following illustration:

= Server-Manager

Tocls  Ansicht  Hilfe

Active Directory-Benutzer und -Computer

Active Directory-Domanen und -Vertrauensstellungen

Active Directory-Maodul fir Windows PowerShell

Server-Manager * Dashboard @V venaten

= WILLKOMMEN BEI SERVER-MANAGER ‘

I ‘ Active Directory-5tandorte und -Dienste

Active Directory-Verwaltungscenter

o Diesen lokalen Server KO|  absitditor
Aufgabenplanung

Computerverwaltung

i‘i Datei-/Speicherdienste P |
i DHCP | 2 Rollen und Features hinzuflg

| Datentragerbereinigung

& DNS > DHCP

WA laito wrerasalemiides e
Weitere zu verwaltende Ser
Cienste

There (as shown in the following figure) in the correct domain, right-click on Computer and then in
the context menu under New > Computer to open a dialogue window for creating a new computer
account.
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The name of the computer account can be freely selected, in our example the computer is given the
name tgpro.

Meues Objekt - Computer it
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Computername:
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After creation, the computer account must be further customised and the attributes required for
communication must be set. For this to be possible, the Active Directory users and computers



window under View the option Advanced features can be selected.
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Now select the newly created computer from the list of existing computers. Right-click on the
computer (in our example tgpro), the context menu opens, from which the menu item Properties
menu item.
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The properties menu for the computer account opens, in which the tab Attribute editor tab should
be selected. To ensure that all attribute values can be set correctly, click on the filter button and



make sure that under Show attributes > Optional is ticked.

Eigenschaften von tgpro 4 % pchreibung
Allgemein Betricbssystem Mitglied von Delegiening Kennwortreplikation
Standort Verwaltet von Objekt Sicherheit Einwahlen Attribut-Editor
Attribute:
Attribut Wert 2
accourt Expires {nie)
account MameHistory <Micht festgelegt >
aC5PolicyName <Micht festgelegt >
adminCourt <Micht festgelegt =
adminDescription <Micht festgelegt >
adminDisplayMame <Micht festgelegt
alt Securtyldentities <Micht festgelegt
assistant <Micht festgelegts
attributeCertificateAttr... <Micht festgelegts
audio <Micht festgelegt >
badPassword Time (nie)
badPwdCourt 0
businessCategony <Micht festgelegt =
c <Micht festaeledt > 5
€ >
Bearbeiten Fitter
Mur Attribute mit Werten anzeigen
Mur Attribute chne Schreibschutz anzeigen
Attribute anzeigen:
QK Abbrechen W Verbindlich
i Optional

In the list of attributes, the attribute msDS-SupportedEncryption Types has the decimal value 24
(hexadecimal 0x18) must be set. To do this, select the relevant parameter in the selection list by
clicking on it with the left mouse button (coloured background visible) and click on the Edit button to
enable changes. Once the value has been set, it can be changed using the Apply button.



Eigenschaften von tgpro 3 >

Allgemein Betriebssystem Mitglied von Delegierung Kennwortreplikation
Standort Verwaltet von Ohjekt Sicherheit Einwahlen Adtribut-Editor

Attribute:

Attribut Wert L

msD5prefemedDatal... <Micht festgelegt
msD5-PrimanyComputer  <Nicht festgelegt =
msDS-PromationSetti...  <Micht festgelegt >
msD5-Revealedlsers  <Nicht festgelegt
msD5-RevealOnDem... =Nicht festgelegt:
meD5-Secondarykrb...  =Nicht festgelegt
msD5-Site-Affinity <Micht festgelegt:
ms05-SourceAnchor <Micht festgelegt =
msD5-SourceObject DN - <Nicht festgelegt =
msD5-SupportedEncr... (k18 ={ AES128 CTS_HMAC_SHAT_56] A
msD5-SyncServerlid <Micht festgelegt >
msExchAssistartMame  <Nicht festgelegt
msExchHouseldentifier  «Micht festgelegt

msExchLabeled R <Micht festgeleqt > bt
£ >

Bearbeiten Filter

Abbrechen Dbemehmen Hilfe

In the next step, the attribute servicePrincipalName attribute is set. The value follows the scheme
host/[DNS name in the certificate]. The entry for our example is therefore
host/internet.intern.netz

The value is in the field Value to be added field and then click the Add button to add it to the
system. You can then click on the OK button to accept the value. The attribute editor can then be
closed with the OK button to close the attribute editor.

Hint

The DNS name in the certificate is the value entered in TightGate-Pro as administrator config
under Basic settings > DNS name in the certificate is set.



schreibung

Allgemein Betriebssystem Mitglied von Delegienng Kennwortreplikation
Standort Werwaltet von Ohbjekt Sicherheit Eirwahlen Adtribut-Editar
Aftribute;
Attribut Wert ""
rid <Micht festgelegt =
riD5et References <Micht festgeleat >
room Mumber <Micht festgelegt =
sAMAccourt Mame TEPROS
sAMAccount Type 805306369 = { MACHINE_ACCOUNT
scriptPath Micht festgelegt s Editor far mehrwertige Zeichenfolgen >
secretany <Micht festgelegt =
securityldentifier <Nicht festgelegt > Adtribut: servicePrincipalName
seeflso <Micht festgelegt > y . :
serial Mumber <Micht festgelegt = eusiogersisy Yo
servicePrincipalName  <Nicht festgelegt: host/intemet intem netz] | | Hinzufigen
shadow Expire <Micht festgelegt: Werte:
shadowHag <Micht festgelegt s T
Entfemen
shadowInactive <Micht festgeleaqt :
<
Bearbeiten
oK Abbrechen Oben
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Create DNS entries

The type of DNS entry for TightGate-Pro differs depending on whether TightGate-Pro is operated as a
single system or as a cluster system. While a simple host entry is sufficient for individual systems,
DNS zone forwarding must be set up for cluster systems so that the load distribution of users to the
individual nodes of TightGate-Pro functions correctly.

DNS entry for TightGate-Pro individual systems

In the Server Manager, click on Tools > DNS.
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The menu tree under DNS server must be expanded until the available forward lookup zones are
visible. After clicking with the right mouse button on the corresponding domain of the AD (ADS-
REALM), in this example AD.DOMAIN.LOCAL, you can click on New host (A or AAAA) ... a dialogue
can be called up via which TightGate-Pro can be assigned.
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The resolvable name of TightGate-Pro and the IPv4 address of the server must be entered as the
name. The checkbox Create linked PTR entry checkbox must be activated so that the host name is
also automatically entered in the reverse lookup zone. The dialogue box can be opened via the Add
host button to exit the dialogue box. It is recommended to check whether the name of TightGate-Pro
can be correctly resolved forwards and backwards.



Meuer Host >

Mame (bei Michtangabe wird (bergeordneter Domanenname
verwendet):

[tro |

Vollgualifizierter Domanenname:
| tgpro. AD.DOMAIN.LOCAL. |

IP-Adresse:
|192. 168.4.202 |

Verknipften PTR-Eintrag erstellen

[ ] Authentifizierte Benutzer kénnen DNS-Eintrége mit demselben
Besitzernamen aktualisieren

DNS setup for TightGate-Pro cluster

In order for load balancing to work properly in TightGate-Pro clusters, the individual computers in the
cluster must not be addressed by the client computers using their dedicated IPv4 address or host
name. Instead, the entire TightGate-Pro cluster must appear as a unit in the internal network. All
connection requests to TightGate-Pro must be transferred to special nodes that fulfil the task of load
balancing.

This is achieved by sending the connection requests to a central computer name (own DNS zone) that
represents the computer cluster.

The following instructions describe how to set up DNS zone forwarding.
Hint

Under this link you will find an explanation and schematic representation of the connection paths for
the use of "DNS Zone Forwarding". It also describes what needs to be configured if there is a NAT
implementation between the internal network and TightGate-Pro.

Set up conditional forwarding

A new conditional forwarding is created via the DNS Manager in the relevant domain via the menu
item Conditional forwarding > New conditional forwarding...


https://help.m-privacy.de/doku.php/en:faq:tightgate_pro_dns
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In the dialogue window that opens, under DNS domain enter the domain name of the TightGate-Pro
cluster (in the example: internet.intern.netz). In addition, the IPv4 addresses of the defined load
balancers of the TightGate-Pro cluster must be entered as IP addresses of the master servers
must be added. In the example, the IPv4 addresses of the LAN interfaces of the first two TightGate-
Pro are added, as these act as load balancers in the example.

Meue bedingte Weiterleitung =

DMS-Domane:

internet.intern.netz

IP-Adressen der Masterserver:

IP-Adressze Yollqualifizierter Dom&nenname fir Server  Oberpriift Liscnen
<Hier kicke... _
) 192.168.5.... <Auflasung nicht méglich» oK o e s
Nach unte
< >

Diese bedingte Weiterleitung in Active Directory speichern und wie folgt replizieren:

Alle DNS-Server in dieser Domane v

Sek. bis zur Zeitliberschreitung der Weiterleitungsabfragen:

Der vollgualifizierte Dom&nenname des Servers ist nicht verfiigbar, wenn die entsprechenden
Reverse-Lookupzonen und Eintrége nicht kenfiguriert sind.

Abbrechen

Next, the box next to the seconds until the timeout of the forwarding queries one 5 in the box

next to the seconds until the forwarding query times out. Finally, confirm the settings with OK and
exit the dialogue window.



Set up the associated reverse resolution (reverse lookup zone)

An associated reverse resolution is created via the DNS Manager in the relevant domain via the menu
item Reverse lookup zones > New zone...

G DM5-Manager
Datei  Alktion  Ansicht 7
S EEN B

£ DNS
v 3 WIN-AD
| Forward-Lookupzonen

w | Reverse-Lookupzonen

Meue fone...

Ansicht

Follow the wizard to create a reverse lookup zone for the domain of the cluster of TightGate-Pro (in
the example internet.intern.netz).

Assistent zum Erstellen neuer Zonen >
Zonentyp |;'
Der DNS-Server unterstitzt verschiedene Zonen- und Speicherungstypen. u
i

Wahlen Sie den Zonentyp aus, den Sie erstellen méchten:

(®) Primére Zone
Erstellt eine Kopie einer Zone, die direkt auf diesem Server aktualisiert werden kann.

() Sekundére Zone

Erstellt eine Kopie einer Zone, die auf einem anderen Server existiert. Mit dieser
Option wird die Verarbeitungsmenge von primaren Servern ausgeglichen und die
Fehlertoleranz gewshrleistet,

() 5tubzone

Erstellt eine Kopie einer Zone, die nur Mamenserver- (N5), Autoritdtsursprungs-
{504) und "Glue Host™ (A) Eintrége enthalt. Ein Server mit einer Stubzone ist fiir
diese Zone nicht autorisierend.

Zone in Active Directory speichern (DNS-Server muss als schreibbarer
Domanencontroller eingerichtet sein)

< Zurtick Abbrechen



Aczsistent zum Erstellen neuer Zonen X

Name der Reverse-Lookupzone
Eine Reverse-Lookupzone Ubersetzt IP-Adressen in DNS-Mamen,

Legen Sie fest, ob Sie eine Reverse-ookupzone fiir IPv4- oder IPvE-Adressen erstellen

michten.
(@) IPv4 Reverse-Lockupzone
() IPvE ReverseLookupzone
< Zuriick Abbrechen
Assistent zum Erstellen neuer Zonen >

Hame der Reverse-Lookupzone
Eine Reverse-Lookupzone (bersetzt IP-Adressen in DMNS-Mamen,

="

'|'-.|

Geben Sie die Netzwerk-ID oder den Namen der Reverse-Lookupzone an,
(@) Netzwerk-1D:
11 92 168 4

Die Metzwerk-ID ist der Teil der IP-Adresse, der dieser Zone angehért. Geben Sie die
Metzwerk-ID in ihrer normalen Reihenfolge (nicht umgekehrt) ein.

Wenn Sie eine Mull in der Metzwerk-ID verwenden, wird diese im Zonennamen
angezeigt, Beispiel: Metzwerk-ID 10 erstellt Zone 10.in-addr.arpa und Netzwerk-1D
10.0 erstellt Zone 0. 10.in-addr.arpa.

() Name der Reverse-Lookupzone:
4,168, 192.in-addr.arpa

< Furiick Abbrechen



Azsistent zum Erstellen neuer Zonen >

Fertigstellen des Assistenten

Der Assistent zum Erstellen neuer Zonen wurde erfolgreich
abaeschlossen. Folgende Einstellungen wurden festgeleagt:

iy ¢
W

Mame: "4.163.192.in-addr.arpa”
Typ: “Active Directory-integriert, primar”

Lookuptyp: "Umkehren™

Hinweis: Sie sollten jetzt der Zone Eintrége hinzufiigen
oder sich vergewissern, dass die Eintrédae dynamisch
aktualisiert werden, Danach kénnen Sie die
Mamensaufidsung mit nslookup verifizieren.

Klicken Sie auf "Fertig stellen”, um die neue Zone zu erstellen
und den Vorgang abzuschliefen.

= Zurtick  ||Fertig stellen Abbrechen

Create keytab file

A keytab file is required so that TightGate-Pro can authenticate itself on the AD. This keytab file is
generated once on the AD and then imported to TightGate-Pro.

Attention

Please make sure that you import the keytab file with a user ID that is stored in the standard
security group administrator of the Active Directory. It is possible to create a keytab from another
security group, e.g. domain administrators or enterprise administrators, but it is not possible to
authenticate TightGate-Pro requests on the Active Directory server.

To create a keytab file, you need either a PowerShell or a command prompt (CMD) with administrative
rights. The command to create the keytab file on the AD server is issued via the Windows Power Shell
and has the following format:

ktpass.exe /out [Dateiname] /mapuser [Computer-Name von TightGate-
Pro]$@[ADS-REALM] /princ host/[DNS-Name im Zertifikat]@[ADS-REALM] /rndPass
/crypto AES256-SHA1 /ptype KRB5 NT SRV HST

The command line reads accordingly for our example:
ktpass.exe /out mp.keytab /mapuser tgpro$@AD.DOMAIN.LOCAL /princ

host/internet.intern.netz@AD.DOMAIN.LOCAL /rndPass /crypto AES256-SHA1l
/ptype KRB5 NT SRV HST



The confirmation question is marked with y (Yes).

EX Administrator: Windows PowerShell 2= O *

g method
ricePrincipalMame’ to 'host/internet.intern.netz' on Dn 'CN=tgpro,CN=Computers,DC=ad,DC=sku":

WARNING: Unable

g installed for hos
WARNING : ount ? er account (uacf
ARNTNG:

Attention

The command must be entered without line breaks and only with spaces between keywords and
parameters. It is essential to observe upper/lower case.

The following overview explains the meaning of the parameters when creating the keytab file:

Keyword | Description Example value
Name of the output file.

/out Caution: This file name must always end mp.keytab
with .keytab.

Specifies the target system for which the
/mapuser |generated keytab file should apply, in this  [tgpro@AD.DOMAIN.LOCAL
case TightGate-Pro.

/princ Specifies the principal name host/internet.intern.netz@AD.DOMAIN.LOCAL
/rndPass Password randomly generated by the No value needs to be set.
system.

Specifies the encryption.
/crypto  |Caution: Only the value AES256-SHAL can |AES256-SHAL
be used.

Specifies the headmaster type.
/ptype  |Caution: Only the value KRB5_NT_SRV_HST |KRB5 NT SRV _HST
can be used.

Transfer keytab file to TightGate-Pro

Once the keytab file has been created, it must be transferred to TightGate-Pro. The transfer takes
place via the SFTP protocol; the WinSCP programme is best suited for this. Open WinSCP and create a
connection to TightGate-Pro. As the user, use the identifier config with the corresponding password
from your password list. Once you have created the connection, copy the generated keytab file
directly into the transfer directory (/home/user/.transfer/config) of config and then close WinSCP.
Transfer to TightGate-Pro and test the settings as described below.

Please now create the AD security groups as described below, after which TightGate-Pro can be



configured as described einrichtung_tightgate-pro can be configured as described here.

Create AD security groups

In order for the group administration of TightGate-Pro to be transferred correctly to the Active
Directory, the corresponding security groups must be created on the Active Directory. Creating or
changing a user (or group of users) is done by adding or removing them from the defined security
groups in AD. For example, if a user is a member of the security group TGProUsersecurity group, he
can log in. The other options for the user are defined by the membership in the corresponding
security groups.

Warning

The names (group names) of the security groups of TightGate-Pro in the Active Directory must contain
the group name. Characters can be added before and after the group name. If the group name is not
included in the name of the security group, the TightGate-Viewerlogin to TightGate-Pro will fail.

This is how it works

To change the desired attributes for a user or user group, the memberships of the relevant users or
user groups must be added or removed from the security groups. The attributes take effect the next
time the user logs on to TightGate-Viewer. The following table provides an overview of all security
groups available for TightGate-Pro with a description and recommendation:

Recommendation
for normal users

TGProUser User authorisation from TightGate-Pro Yes

User authorisation for the file transfer. Authorisation can
only be granted or withdrawn via this group. Further
TGtransfer configuration with regard to transfer directions and Yes
permitted file types is only possible via membership in the
group(s) TGtransferN group(s).

Transfer group N, for defining permitted MIME TYPES for file
transfer. Example: tgtransferl, case-insensitive,
tgtransferO1 with leading 0 does not work. If a user is in
TGtransferN several transfer groups, the rights of the individual groups Yes
are cumulated. Membership of the group TGtransfer group
is mandatory for use. Up to 99 transfer groups can be
defined on TightGate-Pro .

TGaudio Authorisation for sound transfer from the Internet Yes
Authorisation for automatic print output on the Windows

Group name Authorisation to TightGate-Pro

TGtransferSpool workstation. Yes

TGunfiltered Authorllsatlon to use the Internet without content filtering Yes
from TightGate-Pro

TGchromeicon Display of the Chrome browser in the menu bar of Optional

TightGate-Viewers
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Group name

Authorisation to TightGate-Pro

Recommendation
for normal users

TGopswat

Assignment of the file transfer via OPSWAT. Membership of
this group is mandatory if OPSWAT is to be used. If an
identifier is not in this group, OPSWAT is not used and all
group memberships in the TGopswatN-groups are ignored.
In order for OPSWAT to be used effectively, membership in a
TGopswatN-group must also be set. If there is no
membership in a TGopswatN-group, the standard OPSWAT
rule is always used.

Optional

TGopswatN

OPSWAT group 1-9 to assign the OPSWAT rule to be used.
The group TGopswatN group assigns the OPSWAT rule to
be used to a user. Only one TGopswatN-group may be
used per user, otherwise errors may occur. The
TGoposwatN-groups correlate with the groups defined as
config created as OPSWAT rules. Example: tgopswatl,
upper and lower case does not matter, tgopswat01 with
leading 0 does not work.

Optional

TGtoricon

Display of the TOR browser in the menu bar of the
TightGate-Viewers -> Instructions for using the TOR browser
in TightGate-Pro

Optional

TGbebpoicon

Display of the beBPo client in the menu bar of the
TightGate-Viewers -> Instructions for using the special
electronic mailbox for public authorities (beBPo) in
TightGate-Pro

Optional

TGfiltergroupN

Web filter group N; for assigning the mandatory use of the
web filter. Only one web filter group is used per user. If a
user is in several web filter groups, TightGate-Pro
automatically only uses the rights from the highest web
filter group. Rights from several groups are not
accumulated. Up to 99 web filter groups can be defined.
Example: tgfiltergroupl, case-insensitive, tgfiltergroup01
with leading 0 does not work.

Optional

TGmaxfilesize

Members in this group may process files larger than 4GB.

Optional

TGtransferAuto

Authorisation to use the automatic file transfer.

Optional

TGnoidleTimeout

Selection of whether the identifier is excluded from the
forced disconnection on inactivity. The disconnection when
the maximum session duration is reached is not cancelled.

Optional

TGstartpdf

Members of this group are shown a PDF file each time they
log in with TightGate-Viewer in order to read the terms of
use (created by the operator). The PDF file must be stored in
advance at TightGate-Pro. -> Instructions for displaying
customised terms of use

Optional

TGbandwidth

Use of the bandwidth optimisation of TightGate-Viewers. The
display quality is reduced by one level, but the required
bandwidth is significantly reduced.

Recommended for
WAN
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Recommendation

Group name Authorisation to TightGate-Pro
for normal users

Use of the maximum bandwidth optimisation of TightGate-
Viewers. Compression is maximised at TightGate-Pro. The
bandwidth utilisation shrinks to a fifth of the normal
bandwidth with this compression, but the CPU consumption
at TightGate-Pro increases significantly.

TGbandwidthhigh |Warning: This compression level requires very high CPU No
resources on TightGate-Pro AND on the local workstation PC,
which can impair the performance of the entire TightGate-
Pro system. Please contact the technical support team at m-
privacy GmbH for advice before implementing this
compression.

Additional authorisation to log in as a privileged user.
Membership of the security group TGProUser security

TGprivileged group and a TightGate-Pro licence that allows privileged No
users.

TGadminMaint Login as administrator maint No
TGadminConfig |Login as administrator config No
TGadminUpdate |Login as administrator update No
TGadminBackuser|Login as administrator backuser No
TGadminRoot Login as administrator root No
TGadminSecurity |Login as administrator security No
Hint

Expired passwords also block user accounts that log in with single sign-on (SSO) via Active Directory.
If SSO via Active Directory is used, it is recommended not to use the local password or to deactivate
it.

Remove/delete user

A user is removed by removing them from all security groups of TightGate-Pro in AD. After removal
from the security groups, the user can no longer log in to TightGate-Pro. If the user account on
TightGate-Pro is to be deleted completely, please follow these instructions dieser Instructions.

Notes on deletion for user administration via Active Directory The complete deletion of a user is only
effective if the user is also removed from the security groups TGProUser and TGtransfer security

groups in the Active Directory. Otherwise, the user is automatically recreated when the user in
guestion attempts to log in.
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